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US Policy Response to the Bioterrorist Threat

• Emerging US security regime has two sets of 
objectives

Enhance ability to respond to public and 
agricultural health emergencies 
Reduce the risk that bioscience and 
biotechnology could be used maliciously

• Realization that bioscience facilities are 
potential sources of biological weapons 
material (viable and virulent pathogens) 

• USA PATRIOT Act of 2001 – US Public Law 
107-55

Restricted Persons
• Bioterrorism Preparedness Act of 2002 – US 

Public Law 107-188
42 CFR 73 (Human and Overlap)
9 CFR 121 (Animal and Overlap)
7 CFR 331 (Plant)
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US Select Agent Rule (2003)

• Facility registration if it possesses one of 82 
Select Agents

• Facility must designate a Responsible Official
• Background checks for individuals with access 

to Select Agents
• Access controls for areas that contain Select 

Agents
• Detailed inventory requirements for Select 

Agents
• Security, safety, and emergency response plans
• Safety and security training
• Regulation of transfers of Select Agents
• Extensive documentation and recordkeeping
• Safety and security inspections
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Hazardous Material Transportation Security

• Infectious substances (Class 6.2) and toxins 
(Class 6.1) are HazMat

• 49 CFR 172 (2003) – HM 232 – mandates 
security measures for the transport of some 
HazMat

Select Agents regulated under 42 CFR 73 
require HazMat transport security 
measures

• HazMat regulated security requirements 
include:

Training
• Security awareness training
• Specific training as appropriate

Written security plan
• Based on assessment of 

transportation security risks
• Address personnel security, 

unauthorized access, en route 
security

Bacillus 
anthracis

Coccidioides immitis
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Concerns About Select Agent Rule

• Top-down security regime not 
tailored to laboratory realities

• No need to steal a Select Agent to 
perpetrate bioterrorism

• Fear that security will trump 
biosafety, increasing the risk of 
accidental release or exposure

• Security requirements increasing 
operational impediments and 
compromising research funding

• Identical protection measures for the 
82 agents and toxins despite their 
various degrees of attractiveness to 
adversaries 

• No protection if personnel do not 
understand and accept security
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Science, Vol. 305, 17 September 2004
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International Perspectives

• Bioterrorism not perceived as a serious 
threat in much of the world

• Apprehension that US biosecurity 
methods, or international regulatory 
regime, would hinder advances in basic 
biomedical research

• Acknowledgement that dangerous 
pathogens have intrinsic value and need 
to be protected globally

• Member States to the BWC have 
acknowledged the importance of national 
implementation of laboratory biosecurity

• Ultimately, success will depend on willing 
implementation by the international 
scientific community and internationally 
available resources
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Anticipated Developments

• Select Agent Final Rule still forthcoming 
• Next edition of BMBL will include a chapter 

on biosecurity in addition to a revised 
Appendix F

• WHO/FAO/OIE developing joint international 
biosecurity guidelines

• OECD has expressed interest in establishing 
biosecurity guidelines

• Hopefully, these initiatives will
Avoid conflicting recommendations
Promote the concept of integrated 
biosafety and biosecurity
Introduce a tiered system of protection
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Biological Agent Risk Assessments
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Sandia Biosafety/Biosecurity On-Line Survey

0% 10% 20% 30% 40% 50% 60% 70% 80%

Biosafety and biosecurity are incompatible

Biosafey provides suff icient biosecurity

There is no relationship

Biosafety and biosecurity are compatible 74 %

6 %

5 %

3 %

• 360 respondents so far 
51% Select Agent facilities, 49% non-Select Agent facilities
43% universities, 18% industry, 16% clinical/diagnostic, 15% 
government
27% lab directors/managers, 22% biosafety officers, 16% PI’s, 
12% technicians, 8% RO’s

• “A biosecurity program should be designed to incorporate both 
activities (biosafety and biosecurity) into a daily regime that allows 
for productive work as well as safety and security.”

www.biosecurity.sandia.gov
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Summary

• Biosecurity regulations, guidelines, and 
implementation methodologies are evolving

• The “internationalization” of laboratory 
biosecurity practices is an important development 

Securing dangerous pathogens in one or a few 
countries is insufficient to mitigate the threat of 
bioterrorism or biological weapons proliferation

• However, the US Select Agent Rule is not 
universally applicable

Laboratory biosecurity guidelines and 
requirements need to reflect local and national 
concerns and priorities


